NudpopmanuonHasi naMATKA 115l 00y4aromuXxcst
0 0e30IaCHOM IOBE/ICHUH M HCII0b30BaHnu ceTH ""UHTepHeT"

C KaxIbIM TOIOM MOJIOJCKU B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJBHUKH OIHU U3 CaMbIX
aKTUBHBIX IOJIb30Bareneld PyHera. Mexay Tem, MOMHUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEpHET HeceT U Npo0seMbl. JTa naMsATKa 10JDKHA ITOMOYb TeOe 0€30IacHO HaXOAUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KoMmnbloTepHblii BHpYyC - 3TO pPAa3sHOBUIHOCTb KOMIIBIOTEPHBIX HPOrpaMM, OTIMYUTEIBHON
O0COOCHHOCTBIO KOTOPOH SIBISIETCSI COCOOHOCTh K pa3MHOXKEHHIO. B 1omoiHeHne K 3ToMy, BUPYChI
MOTYT MNOBPCAUTL WM TOJHOCTBIO YHHYTOXUTH BCC (1)3171.]1]:1 U JOaHHBIC, TIOAKOHTPOJBHBIC
MOJIb30BATEN0, OT UMEHU KOTOPOro Oblja 3alyllleHa 3apa)KeHHasl MporpaMma, a TakKe MOBpPEAUTH
WIA )K€ YHHUTOKUTH ONEPAIMOHHYIO CHUCTEMY cO BceMM (Qaiimamu B 1enoM. B GombmimHcTBE
CIIy4aeB pacHpOCTPAHSIOTCS BUPYCHI UepPE3 HHTEPHET.

MeToasbl 321U THI OT BPEAOHOCHBIX IPOrpamMM:

1. Ucnonb3yil COBpEMEHHBIE ONEPAIMOHHBIE CHCTEMBI, UMEIOIINE CEPbE3HBIM YPOBEHBb 3aIUTHI OT
BPEIOHOCHBIX MPOrPaAMM;

2. TlocrosHHO ycTaHaBnuBaiW madTu  (UGPOBBIE  3aIUIaTKH, KOTOpPHIE  aBTOMATHYECKH
YCTaHABIIMBAIOTCS C LETBI0 JOPAOOTKU MPOTrpaMMbI) U APYrue OOHOBJICHHSI CBOCH OmNEepannoOHHON
cucteMbl. CkaumBai WX TOJBKO ¢ ourmanpHOro caiita pazpadborunka OC. Eciu cymecTByeT pexxum
aBTOMATUYECKOTO OOHOBIICHUSI, BKITIOUH €r0;

3. Paboraii Ha CBOEM KOMIIBIOTEpE TIOJ MpaBaMH IOJIb30BATENsA, a HE QJAMHHHCTpAarTopa. JTO HE
MO3BOJIUT OOJBITUHCTBY BPEJOHOCHBIX MPOrpaMM HWHCTAJUIMPOBATHCS HA TBOEM IEPCOHATHLHOM
KOMIIBIOTEPE;

4. Hcnonp3y#l aHTUBHPYCHBIE MPOTPAMMHBIE MPOAYKThl M3BECTHBIX IPOU3BOJAUTENEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpanudb GPU3NIECKUI TOCTYI K KOMITBIOTEPY JJII TOCTOPOHHUX JIUII;

6. Hcnonb3yii BHENTHUE HOCUTEIN UH(OpPMAIMH, TaKue Kak (rienika, TUCK Wi (a1 u3 UHTepHETa,
TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIE (Dailyibl, MOJYYCHHBIC W3 HEHAJC)KHBIX HMCTOYHHMKOB. Jlake Te
(aiinpl, KOTOpbIE MpHCal TBOM 3HAKOMBIH. Jlydle yTouyHH y HEro, OTIIPABIISUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 3T0 He BUJI Nepenadyu JaHHBIX, HE TEXHOJOTHS, a BCEro JHIb OpeHn, mMapka. Eme B 1991
roAy HHJEpJIaHIACKas KommaHus 3apeructpupoBana Opernx "WECA", 49ro o00o03Hauano
cioBocouetanue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "OecpoBOAHAsS TOUHOCTD".

Jlo Haiero BpeMeHH Jlonuia aApyras abOpeBHaTypa, KOTopas SBISETCS TaKOM ke TEeXHOJIOrueu. 1o
a06peBuarypa "Wi-Fi". Takoe Ha3BaHuMe OBLJIO JaHO C HAMEKOM Ha CTaHAApPT BBICIICH 3BYKOBOU
texuuku Hi-Fi, uro B nmepeBose 03HayaeT "BbICOKAsi TOUHOCTH".

Jla, OecrmiaTHBIi HMHTEPHET-IOCTYN B Kade, OTeNIX U ad’pomloprax SBIAETCS OTIMYHON
BO3MO)KHOCTBIO BBIXOZa B MHTepHET. Ho MHOrume skcneprsl CUMTArOT, 4TO obOmienoctynHeie Wi-Fi
CEeTH HE SBISAIOTCS 0€30MacHBIMHU.

CoseTbl 110 0e30macHOCTH padOTHI B 001Ie10CTYNHBIX ceTax Wi-fi:
1. He mepenasaii cBoro nuuHyto uHbopMmaiuio yepes oodmenoctymnubie Wi-Fi cern. Paboras B HuX,

KEJIATEJIbHO HE BBOAUTH NAPOJIA JOCTYIIA, JOTUHBI U KaKAE-TO HOMEPA,
2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE ITPOrpaMMbl U OpaHamayep. Tem caMbIM Thl 00€30T1aCHIIb



cebs OT 3aKayKy BHUpYyca Ha TBOE YCTPOMCTRO;

3. Ilpu ucnonb3oBanuu Wi-Fi otmoun ¢ynkumio "OOmmii noctyn k ¢ailnam u mpuHTepam'.
JlanHast GyHKIMS 3aKpbITa IO YMOJYaHMIO, OJHAKO HEKOTOpbIE MOJIh30BAaTEIN aKTUBUPYIOT €€ IS
ya00CTBa UCTIONB30BaHUS B paboTe UiH yuebe;

4. He ucnonb3yii myonuunbii WI-FI nns mepenaun nMUUYHBIX JAaHHBIX, HampuMep Ui BBIXO/IA B
COLIMAJIbHBIEC CETH WJIM B 3JICKTPOHHYIO MOUTY;

5. WUcnone3y#t Tonpko 3amnuiieHHoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. mpu nHabope BeO-
anpeca BBoau umeHHo "https://";

6. B moOunsHOM Tenedone otkimoun (ynkumio "llomkmrouenne k Wi-Fi aBromarmuecku". He
JOMyCKail aBTOMAaTHYECKOTO MOJKIIOYSHHs yCTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CouuajabHbie ceTH

ConuasibHbIE CETH AaKTHUBHO BXOJSAT B HAIly JXU3Hb, MHOTHE JIONM pPabOTarOT M JKUBYT Tam
nocTosiHHO, a B Facebook yke 3apeructpupoBan MuuiMapa 4eJIOBEK, UTO SBISETCS OMHOU CEAbMOM
BCEX XKHUTEJEH TUIaHeThl. MHOTHE MOJIb30BaTENN HE IOHUMAIOT, YTO HH(POPMALUs, pa3MelieHHAas MU
B COLMAJIBHBIX CETSIX, MOXKET ObITh HailleHa M HCIIOJb30BaHA KEM YIOJHO, B TOM YHCIE He
00s13aTeIbHO ¢ OJaruMu HaMEepEeHUSIMH.

OcHoBHBIE COBETDHI 10 0€30MACHOCTH B COIMHAJBLHBIX CETAX:

1. Orpannyb criUCOK Jpy3eil. Y 1eds B APY3bsIX HE JOIDKHO OBITh CIIYYalHBIX U HE3HAKOMBIX JIFOICH;
2. Bammumail cBOIO YacTHYH Xu3Hb. He yka3wpiBaii maponu, tenedoHbI, aapeca, N1aTy TBOETO
POXACHHUS W JPYTYIHO JHYHYI0O HWHPOPMAIHIO. 3JIOYMBIIJICHHHKA MOTYT WCIIONb30BaTh JaXe
MH(GOPMAIUIO O TOM, KaK Thl U TBOM POJUTEINH TUIAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3amuimai CBOI permyTaIuio - ACPKH €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
Jpyrye Mojab30BaTeay BUAETH, YTO Thl 3arpyxkaemib? [lomxymaii, mpexiae yeM 4To-To OMyOJIUKOBAaTh,
HaIMCcaTh U 3arpy3UTh;

4. Ecny Thl TOBOPHILB C JIFOIbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEATbHOE UMS U APYTYIO
JUYHYIO0 HHPOPMALIUU: UM, MECTO KUTEIBCTBA, MECTO YueObl U ITpoUee;

5. N3berait pazmemmenus ¢ororpaduii B UHTEpHETE, T/IE THI M300pa)KeH HA MECTHOCTH, IO KOTOPOH
MO’KHO OIPEIENINTh TBOE MECTOMOIOKEHUE;

6. Ilpu peructpanuu B COIMAIBHON CeTH HEOOXOAMMO HCIIONIb30BaTh CIOXKHbBIE MAPOIU, COCTOSIIHE
u3 OyKB ¥ U(P U C KOJTMUECTBOM 3HAKOB HE MeHee §;

7. JIng colMallbHOW CETH, TOYTHI W JPYTUX CAUTOB HEOOXOIMMO HCIIONH30BaTh Pa3HBIC MApPOJIH.
Torga ecnu TeOst B3IOMAIOT, TO 37I0YMBIIUIEHHUKH TOIY4YaT JOCTYI TOJBKO K OMHOMY MECTY, & HE BO
BCE Cpas3y.

DJIeKTPOHHbBbIE IeHbIH

DNeKTpOHHbIE JEHBIH - 3TO OYEHb YJOOHBIM CrOCOo0 miaTekel, OJHAKO CYIIECTBYIOT MOIIECHHUKH,
KOTOPBIE XOTAT MOJYUYUTh 3TU ACHBIH.

DNEKTPOHHBIEC JEHBI'M MOSBUINCH COBCEM HEAABHO M MMEHHO U3-3a 3TOTO BO MHOTHX TOCYAapCTBaX
710 CUX TIOp HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccun xe OHHM (QYHKIHOHHPYIOT M O HUX YK€ MPOMHMCAHO B 3aKOHE, INI€ MX pa3JessIioT Ha
HECKOJIbKO BUJIOB - aHOHMMHbIE U HE aHOHMMHbIC. Pa3Hulla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercs NpOBOAUTH onepanuu 6e3 naeHTU(PHUKAIMK 0JIb30BaTeNsl, @ B HEAHOHUMHBIX
UACHTU(DHUKAIIVS TTOJIb30BATENS SBISETCS 00s13aTEILHOM.

Taxke ciemyer paznuuaTh >JIEKTPOHHBIE (UATHBIC NEHBIU (PaBHBI TOCYIAPCTBEHHBIM BAJIIOTaM) M
AJIEKTPOHHBIE He()UATHBIC ICHBIY (HE paBHBI TOCYIAPCTBEHHBIM BATIOTaM ).



OcHoBHBIE COBETHI M0 0€30MaCHO padoTe € JIeKTPOHHBIMU AeHbIAMU:

1. ITpuBs kU K c4eTY MOOMIBHBIN TeeoH. ITO caMblii YIOOHBINA M OBICTPBIN CITOCOO BOCCTAHOBUTH
noctyn K cuety. [IpuBsi3aHHbIM TenedoH MOMOXKET, eciau 3a0ylenlb CBOW IJIATEXHBIN Mapoib WM
3aiJienIb Ha CAT C HE3HAKOMOTO YCTPOWCTBA;

2. Wcnone3yii ogHOopa3oBele mapoiu. Ilocie mepexoma Ha yCHJICHHYIO aBTOpHU3aLUIO TeOe yxke He
OyzeT yrpoxarb ONacHOCTh KpaXKHu WM NepexBaTa IJIaTeXHOTo napoJs;

3. Buibepu cnoxHblii mapoib. llpecTtymHukam OyaeT HE NPOCTO yraaarh CIOKHBIM Hapob.
HanexHble maponu - 3TO maposid, KOTOpbIE COJAEpXkKAT HE MEHee 8 3HAKOB M BKIIOUYAKOT B ceOsl
CTPOYHBIC M MPOMUCHBIE OYKBBI, HU(PPHI 1 HECKOJIBKO CUMBOJIOB, TAaKME KaK 3HaK JIojuiapa, (yHTa,
BOCKJIUIIATeIbHBIN 3HaK H T.1. Hammpumep, $tROng!;;

4. He BBOZIM CBOM JIMYHBIE IaHHBIE HA caliTaX, KOTOPBIM HE J0BEPSIEILb.

JIEKTPOHHAasI 0YTAa

3JI€KTpOHHaH mo4Ta - 3TO TCXHOJIOTUs U NPCAOCTABIIICMBIC CIO YCIIYTHU IO MCPECHUIKC U MOJTYYCHHIO
ANIEKTPOHHBIX  COOONICHHH, KOTOpPBIE PACHpPENEisioTcss B KOMMBIOTEpHOW ceTH. OOBIYHO
AIIEKTPOHHBIN MOYTOBBIN SIIUK BBIIAIUT CIEAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTEsI(@UMSL_JOMEHA.
Taxoke kpoMe nepeayu MPOCTOro TEKCTa, UMEETCS] BO3SMOKHOCTh NiepeaBarh (haiibl.

OcHoBHBIE COBeTHI M0 0€30NMaACHO padoTe ¢ 3JIEKTPOHHOH MOYTOM:

1. Hago BeIOpaTh mpaBUIIBHBIN TIOYTOBBINA CEpBHUC. B HHTEpHETE €CTh OTPOMHBINA BHIOOP OECIUIaTHBIX
MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIlIe JOBEPSITh TEM, KOT'O 3HACIb U KTO MEPBBIA B pEUTHHTE;

2. He yka3piBaii B JHYHOM TouTe JWYHYHO wuHbopMmamnuio. Hampumep, inydme BbwIOparh
"My3bIKadbHbIN (haHat@" nim "pokx2013" BmecTo "Temal3";

3. Hcnonb3ydl JBYX3TallHYK aBTOpPU3AIMI0. DTO KOIrJa IMOMHUMO Mapojsi HYXHO BBOJIUTH KO/,
npucbUIaeMbii 1o SMS;

4. BeiOepu CIOXHBIA Tapoib. JJIg KaKIOTO MOYTOBOTO SIIMKA JOHKEH OBITh CBOM HAaJIEKHBIM,
YCTOWUYMBBIN K B3JIOMY 1apOJIb;

5. Eciii eCTh BO3MOKHOCTh Hallucarb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIB3YH ATy BO3MOKHOCTB;
6. Mcrnonp3yil HECKONBKO MOYTOBBIX SIIIMKOB. IlepBblii 111 4acTHOM NEPENUCKU € aJpecaramy,
KOTOPBIM ThI JIOBEpsiellb. JTO AIEKTPOHHBIM aapec HE HAJI0 HCIONb30BaThb IPHU PETUCTpAllUU HA
dopymax u caitax;

7. He oTkpbIBaii (aitnbl U Ipyrue BIOKEHUS B MUChMax, JaXKe €CIIM OHU NPHIILINA OT TBOUX JIPYy3eil.
Jlydiie yTouHU y HUX, OTIIPABIISUIN JIM OHU Te0e STU (ailiibl;

8. [Tocne okoH4aHUs pabOTHI HA TOYTOBOM CEPBHCE MEpel] 3aKPhITHEM BKJIIAJKU C CAUTOM He 3a0yab
HaxxaTh Ha "Beriitu".

KuGepOyuiuHr nim BUPTyaJbHOE H31eBaTeIbCTBO

KubepOynnuHr - mpeciieioBaHME COOOLICHUAMH, COJIEPKAIIUMHU OCKOpPOJEHHUsS, arpeccuio,
3aIlyTMBaHME; XYIUTAHCTBO; COLMAIBFHOE OOMKOTMPOBAHME C TOMOINBIO PA3IMYHBIX HHTEPHET-
CEpPBHCOB.

OcHoBHBIE cOBeTHI 110 00pbOe ¢ KHOEPOYNIMHIOM:

1. He Opocaiics B 00if. Jlyummmii crioco0: MoCOBETOBAThCS Kak ce0sl BECTU M, €CJIM HET TOTO, K KOMY
MOXHO OOpaTUThCS, TO BHA4aJe YCIOKOMThbCS. Eciau Thl HayHENb OTBEYaTb OCKOPOJICHUSAMM Ha
OCKOpOJICHHS, TO TOJBKO €Ille OOJbIIIe Pa30XKKEITh KOH(IUKT;

2. Yrpapnsii cBoel KubeppenyTamuei;

3. AHOHUMHOCTh B ceTd MHHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 33 aHOHMMHBIM
aKKayHTOM;

4. He cTOMT BeCTM XYJAUTaHCKUIl 00pa3 BHUPTyaldbHOW XH3HH. VIHTEpHET (PUKCHUPYET BCE TBOM



JEHUCTBUS U COXpaHSCT UX. YIUIUTh UX OyIET KpaiiHe 3aTPYIHUTEIBHO;

5. CoOitoaii CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. WrHopupyit enuHWYHBIA HeratuB. OmHOpPa3oBbIE OCKOPOWUTEIBHBIE COOOIICHHS JTydIIe
urHopupoBarb. OOBIYHO arpeccus MpeKpaaeTcsi Ha Ha4aJIbHON CTa UM,

7. Ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOLICHUSIMH, B COI[UAIBHBIX CETSIX €CTh
BO3MOXKHOCTH OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMPEACIEHHBIX a/IPECOB;

8. Ecnmm Th1 cBumerenh kuOepOymimHra. TBOM MEUCTBHUS: BBICTYNUTH MPOTHB MPECIICIOBATENS,
[I0Ka3aTb €My, 4TO €ro ACHCTBUSA OLEHUBAIOTCS HEraTUBHO, MOAJEPKATH JKEPTBY, KOTOPOH HY)KHA
MICUXOJIOTUYECKasi IOMOILb, COOOIIUTH B3POCIBIM O ()aKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

MoOuniabHbIH TesedoH

CoBpemenHble cMapTHOHBI U MJIAHILIETHI COIEPKaT B ce0e BIOJIHE B3POCIbIi (YHKIIMOHAMI, U TENEph
OHM MOTYT KOHKYpPHUPOBAaTb CO CTallMOHAPHBIMH KOMIIblOTepaMu. OJHAKO, CPEICTB 3aIUTHI JIs
MOoJO0OHBIX YCTPOMCTB MOKa OYeHb Maio. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B HUX NMPOUCXOJIUT HE
TaK MHTEHCUBHO, Kak 17 [1K, To jxe camoe kacaeTcs 1 MOOMIHHBIX MPUIIOKEHUH.

CoBpeMmeHHbIE MOOWIBbHBIE Opay3epbl YK€ MPAaKTHUECKHU JOTHAJIM HACTOJBHBIE aHAJOTH, OJHAKO
pacmmpenue pyHKITHOHAIA BJIEYET 32 COOO0M OONBIIYIO CI0)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAUTENN BBITYCKAIOT OOHOBJIEHHUS, 3aKPbIBAIOIINE KPUTUUYECKHUE YSI3BUMOCTH
JUIsl CBOMX YCTPOMCTB.

OcHoBHBIE COBeTHI 11 0€301aCHOCTH MOOMJIBLHOTO TesnedoHa:

1. Huyero He sABIseTca mMo-HACTOSAIIEMY OecCIUIaTHBIM. bBynb ocTopokeH, Benp korma TeOe
IpesIaratoT OecIulaTHbII KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO IJIAaTHBIE YCIIYTH;

2. Hdymaii, mpexae yeM oTnpaBuTb SMS, ¢oto unu Buneo. Tel TOUHO 3HaelIb, IJe OHU OyAyT B
KOHEYHOM uTOre?

3. Heo6x0auMo OOHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Vicnonb3yit aHTUBUPYCHBIE TTPOTPAMMBI JIJIs1 MOOMITBHBIX TeTe()OHOB;

5. He 3arpy»kaii mpui10KeHHUs OT HEU3BECTHOIO UCTOYHUKA, BEb OHU MOT'YT COZEpKaTh BPEIOHOCHOE
IPOrpaMMHOE 00eCIICUCHHE;

6. ITocne TOro kaxk Thl BBIMJEIIb C caiiTa, e BBOJWI JMYHYIO MH(OpPMALUIO, 32l B HACTPOHKU
Opay3epa u yaaiau cookies;

7. Ilepronuyecku IpoBepsii, KAKUE TUIATHBIE YCIYyTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBoil HOMep MOOWJIBHOTO TeliepOHA TONBKO JIIOMASAM, KOTOPBIX Thl 3HACIIb M KOMY
JIOBEpSIEIIb;

9. Bluetooth momxkeH OBITH BBIKIIIOYEH, KOTZIAa ThI UM HE TMoJib3yenibes. He 3a0piBail mHOTIA
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHBIE OHJIAMH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE DPA3BICUCHHS, OOBEIUHSIONINE
COTHHU THICAY YEJIOBEK MO BceMy Mupy. Mrpoku uccienyroT AaHHBI UM MHp, OOIIAIOTCS JIPYT C
JPYTOM, BBITIOJHAIOT 33JlaHUs, CPAXKAIOTCS C MOHCTPAMH M MOJIY4alOT OMbBIT. 32 YAOBOJIBCTBUE OHU
IUIATAT: TOKYNAIOT AUCK, OTUIaYUBalOT Aa0OHEMEHT WJIM IPUOOPETAIOT KaKKe-TO OMIIUH.

Bce sTu cpeactBa mayT Ha MOAJEp)KaHUWE U Pa3BUTHE WIPbI, a TaKKe HA caMy O€30MacHOCTH:
COBEpIIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIUH, BBITYCKAIOTCS HOBBIC MaTdu (IU(POBBIE 3allIATKH IS
MIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOMUT OIacaTbCsa HE CTOJIBKO CBOMUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO IMAapOJIAi,
Ha KOTOPOM OCHOBaHa CUCTCMa aBTOpU3aAl[UU OOJBIIMHCTBA urp.



OcHoBHBIE COBETHI 10 0€30IIaCHOCTH TBOET0 HUI'POBOI'0 aKKayHTa:

1. Ecniu ipyroii uTpok BeeT ceds TI0X0 MU CO3/1aeT Te0e HENPUATHOCTH, 3a0JIOKUPYH €ro B CITUCKE
UTPOKOB;

2. Tloxamyiicss aAMHUHUCTpAaTOpaM UIPHl Ha IUIOXO€ TIOBEACHUE HTOTO WIPOKA, HKEJIATeIbHO
MPUIOKUTH KaKUE-TO J0KA3aTeIbCTBA B BUAE CKPUHOB,;

He yxa3zbiBaii 1nuHyio HHGOpMaIuio B npodaiiine urpsl;

3. YBaxkall Apyrux y4aCTHUKOB IO UTPE;

4. He ycranaBnuBaii Heo(UIHAIbHBIE TATYNA U MOJIBL;

5. Wcnonb3yil CIOKHBIE U pa3HbIE NapOIu;

6. Jlaxke BO BpeMst UTPBI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Toka Tl UTrpaelib, TBOW KOMIBIOTEP MOTYT
3apas3uTh.

OUIMHT WIN Kpazka JUYHBIX JaHHBbIX

OOBIYHOM KpakeH JIeHer W JIOKYMEHTOB CETOJHS Yy)K€ HHKOTO HE YIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUI 37TOyMBINIICHHUKN MIEPEMECTHIUCh B UHTEPHET, U MPOJOIKAIOT 3aHUMAThCS
"TF0OUMBIM" IETIOM.

Tak mosiBMIIach HOBasi yrpo3a: WHTEPHET-MOUICHHUYECTBA WIH (UINUHI, TJIaBHAs IEIb KOTOPOTO
COCTOUT B NOJYUYCHUH KOH(I)I/IILCHI_[I/IEUIBHBIX JaHHBIX OJIB30BaTeIed - JIOTMHOB H HapOJIeI‘;I. Ha
aHTIMICKOM s3bIKe phishing ynTaercs kak ¢pumuHr (0T fishing - peiOHas 10Bs, password - maposs).

OcHoBHBIE cOBeTHI M0 00pbHOE ¢ PUIMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl momo3peBaelllb, YTO TBOsSI aHKeTa Oblia B3JIOMaHa, TO
Heo0X0MMO 3a0JIOKHPOBATh €€ U COOOIIUTh AIMHHHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEe;
2. Vcnonw3yit 6e30macHbie B€O-CalThI, B TOM YHCJIC, HHTEPHET-Mara3uHOB U TIOUCKOBBIX CHCTEM;

3. HUcnonp3yit ciaokHble M pas3Hble mapoiu. Takum oOpa3om, eciu Teds B3JIOMAIOT, TO
37IOYMBIIINIEHHUKHY MOTy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IIOMaJH, TO HEOOXOMMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE JOOABICHBI
y TeOs B ApPY3bsAX, O TOM, YTO T€Osl B3JIOMAU M, BOZMOXKHO, OT TBOETO MMEHHU OyJIEeT pacchbuIaThCs
CIIaM | CCHUTKH Ha ()UIITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbIH mapoib (PIN) Ha MmoOumbHEI TenedoH;

6. OTKITII0YM COXpaHEHue Mmaposs B Opaysepe;

7. He oTkpbIBaii (aitipl U Ipyrue BIOKEHUS B MUChMax, JaXke €CIIM OHU NPHIILIHA OT TBOUX JIPYy3eil.
Jlydiie yTOuHU Yy HUX, OTIIPABIISLIN JIM OHHU TE€OE AT (PaiiIbI.

Iudgposas penyranus

[MudpoBast pemyramust - 3TO HEraTUBHAas WM TIO3UTHBHas WHpoOpManus B ceTd O Tede.
Komnpomerupyromass uHpoOpMaius, pa3MelleHHAas B HHTEPHETE, MOXET CEpbe3HbIM 00pa3oM
OTpa3uTbCsl Ha TBOCH peanbHOM xu3HU. "LludpoBas pemyrauus" - 3TO TBOH HMMHUIK, KOTOPBIH
dhopmupyeTtcs u3 nHopmaru o Tede B UHTEPHETE.

TBoe MecTo XKHUTENbCTBA, y4eObl, TBO€ (HMHAHCOBOE IIOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJM3KHX - BCE 9TO HAKAIUIMBAETCS B CETH.

MHorue nmopoCTKU JIETKOMBICJICHHO OTHOCSTCA K IMyOnuKanuu JuyHoi uHpopmauuu B MHTEpHETE,
HE MTOHMMasi BO3MOXKHBIX MOCIEACTBUN. ThI AaXke HE CMOXKEUIb A0ragarbecsi O TOM, 4To (pororpadus,

pasMeleHHas 5 JeT Ha3ajl, cTaja MPUYUHON OTKa3a NPUHSTH TeOs Ha paboTy.

KommenTtapuu, pasmernieHue TBoux (oTorpaduii u apyrue AEHCTBHS MOTYT HE HCUYE3HYTh Jake



MOCJIe TOTO, KaK Thl UX YAAJHIIb. Thl HE 3HACIb, KTO COXPaHWI 3Ty HHGOpMAIHIO, MoMajia JU OHA B
MIOUCKOBBIE CHCTEMBI U COXPAaHWIIACh JIM OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKPYKaIOLIHe JIIONH,
KOTOpBIC HAUAYT M YBUIAT 3T0. Haittm mHbOpMaIMO MHOTO JIET CITYCTSI CMOXKET JIFOOOM - KaK W3
TOOpBIX MOOYXACHUH, TaK U C HAMEPEHHEM IPUYMHUTH BPEA. ITO MOXKET ObITh KTO YTOIHO.

OcHoBHBIE COBeTHI N0 3a1uTe HUGPPOBON permyTaluu:

1. Ilogymaii, mpexkae 4eM uTo-TO MyOJIMKOBaTh W IepenaBarh y ceOst B OJ0re WM B COLMAIBHOM
ceru;

2. B mHactpoiikax mnpodwmis yCTaHOBH OIpaHMYCHHS Ha MPOCMOTP TBOETro MpO(WIs U €ro
COZIEP’KUMOTO, ClIeJIail €ro TOIBKO "I Ipy3en';

3. He pa3memiaii u He yka3biBail HH(pOpMAIHIO, KOTOPast MOXKET KOro-IM00 OCKOPOIATh WM OOMKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOIBHUKY - aKTUBHBIE TI0JIb30BaTeIH IU(poBoro npocrpancTsa. OHAKO AaJeKo He
BCE 3HAIOT, YTO IOJIb30BAaHHME MHOTMMH BO3MOXXHOCTSAMHU LU(POBOro Mupa TpedyeT coOMIOneHUs
MIpaB Ha MHTEIJIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyalbHasE COOCTBEHHOCT" OTHOCUTCSI K Pa3IMYHBIM TBOPEHHSAM YEIIOBEYECKOTO
yMa, HauuHasg C HOBBIX M300pETEeHHH M 3HAKOB, 00O3HAYAIOUIMX COOCTBEHHOCTbh Ha NMPOAYKTHI U
yCIOyrd, ¥ 3aKaHuMBas KHUramu, (QotorpadusiMu, KHHOQUIBMAMH H  MY3bIKQJIBHBIMU
MIPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa HA HHTEIUIEKTYaJbHYIO COOCTBEHHOCTb Ha IMPOU3BEACHUS HAyKH,
JUTEPATYpbl M HCKycCTBA. ABTOPCKME IpaBa BBICTYNAIOT B KauyecTBE TapaHTUU TOrO, 4YTO
MHTEJJICKTYa IbHBIA/TBOPUECKUN TPyl aBTOpa He OyAeT HampacHbIM, JacT €My CIpaBeIHBbIC
BO3MO)KHOCTH 3apaboTaTh Ha pe3yiabTaTax CBOETO TPyAad, MOIYYHUTh H3BECTHOCTh M IPHU3HAHUE.
Hukro 0Oe3 paspenieHus aBropa HE MOXET BOCIPOHM3BOIUTH €r0 MPOU3BEICHHE, PACHpPOCTPAHATD,
MyOJTUYHO IEMOHCTPUPOBATh, NIPOIaBaTh, UMIIOPTUPOBATh, IYCKATh B MPOKAT, IyOIMYHO UCHIOTHATS,
MOKa3bIBaTh/UCIIONHATH B 3Qupe uin pazmenars B IHTepHeTe.

Hcnonp3oBanue "muparckoro’ mporpaMMHOTO OOECIIEYCHHS] MOXKET IPUBECTH K MHOTUM PHUCKaM: OT
MOTEpU JAHHBIX K TBOMM akKKayHTaM /0 OJIOKMPOBKH TBOETO YCTpPOWMCTBA, IJI€ YCTaHOBJICHA
HeseranbHasi mporpamMMa. He cTouT Taxke 3a0bIBaTh, YTO CYILECTBYIOT JieTajbHble M OecIUIaTHbIE
IIPOrpaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopraiie CereBH4OK.p(

CeteBu4OK.p( - TBOW TIIaBHBIA COBETYHMK B CETU. 37€Ch Thl MOXEIIh Y3HATh O O€30MaCHOCTH B CETH
MNOHATHBIM W NOCTYIIHBIM $A3BIKOM, a4 IPU BO3HUKHOBCHUU KpPITPI‘-IGCKOfI CUTyaluu 06paTI/ITI>CSI 3a
COBETOM. A Take NMPUHAThH y4acTHe B KOHKYpCaX U CTaTh CaMbIM LHHU(POBBIM I'pakIaHUHOM !



