[Ipunoxenue 2
K 00si3aTe/IbHON MH(OpMaLITK
JUISL pa3MellleHus Ha caiite

HHOOPMALUMUOHHAS IMAMSITKA
JJIS OBYYAIOLIUXCS VIS PASMEIIEH WS
HA OOUIUAJIBHBIX HHTEPHET-PECYPCAX

C Kax/bIM I'0JIOM MOJIOJIEKU B MHTEPHETE CTAHOBUTLCS OOJIbILE, a UIKOJIb-
HUKH OJIHH M3 CaMblX aKTUBHBIX I0JIb30BaTesnedl Pynera. Mexay tem, moMumo
OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HeceT M npodieMsl. JTa maMsr-
Ka JIOJKHA MoMo4b Tebe 06e3011acHO HAXOUTLCS B CETH.

KomIibiorepubie BUPYCh

KomnbloTepHblii BUPYC - 9TO PasHOBHHOCTH KOMIIBIOTECPHBIX [POIrpamm,
OTJIMYUTENILHON OCOOCHHOCTBIO KOTOPOH SBIISIETCS CIIOCOOHOCTh K PA3MHOKEHHIO.
B nononHenue K 3TOMy, BUPYCBhl MOTYT HOBPEJUTh MK [IOJIHOCTBIO YHHYTOKHUTE
Bce (pailiibl M JlaHHbIe, TOJAKOHTPOJIbHBIE M0JIB30BATENIO, OT UMEHH KOTOPOro Obiia
3allyllleHa 3apaKeHHasi MporpaMMa, a TakKe MOBPEJANUTh MIIH JlakKe YHHYTOXKHTD
OTIEPallMOHHYIO cUCTEMY cO BceMH (aitnamu B uesom. B GosbLIMHCTBE Cily4aes
PacIipoCTPaHSIIOTCS BUPYChI Yepe3 HHTepHEeT.

MeTo/1b1 3aIUThI OT BPEIOHOCHLIX [POrpamMM:

1. Mcnonb3yit coBpeMeHHbIC ONEPALMOHHBIC CUCTEMbI, MMEIOLIUE CCPbe3-
HBII YPOBEHB 3aILUUTEI OT BPEJAOHOCHBIX [IPOIPAMM;

2. TlocTosiHHO ycraHaBiuBaid nadtu (LUQPOBbIE 3aILIATKU, KOTOPbIE aBTO-
MaTHYeCKH yCTaHABIMBAKOTCS C LEJIbI0 JIOpadOTKH 1IPOrpaMmbl) U JApyrue 00HOB-
JIeHHs CBOEH onepaunoHHOM cucrembl. CKauMBai MX TOJNLKO ¢ O(GHUUMAIBHOIO
caiita paspadorunka OC. Eciy CyuwiecTByeT pPeKHM aBTOMATHYECKOIO 00HOBIIC-
HMS, BKJIIOYH €r0;

3. PaGoraii Ha cBOEeM KOMIIBIOTEpE T10/1 [IPABAMH [10JIL30BATEIS, a He aJMH-
HHCTpaTopa. ITO HE MO3BOJUT SOJ'II;IHHHCTB}‘ BpCAOHOCHBIX IPOI'paMM HMHCTALIIH-
pPOBATLCS Ha TBOEM MEPCOHATIBHOM KOMITBIOTEPE;

4. Mcnonb3yil aHTUBUPYCHBIE [IPOrpaMMHbIE MPOAYKTEI U3BECTHBIX MPOU3-
BOJMTEJICH, C aBTOMATHYCCKUM 0OHOBIICHHEM 0a3;

5. Orpanuub GpU3NYECKUi JIOCTYI K KOMITBIOTEDPY JUIS [TOCTOPOHHUX JIMIL;

6. Ucnonp3yii BHemHKUe HOCHTENIM MH(POPMALIMK, TaKKHEe Kak (IIeluKka, JUCK
Hnu (pailsl U3 HHTEPHETA, TOJbKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He orkpbiBaii kKoMIbioTepHble (Gaiibl, Mojiy4eHHble U3 HeHAJIeKHbIX HC-
TOYHUKOB. [laxe Te ¢aiibl, KOTOpble NpUcial TBOH 3HaKOMBIA. Jlydine yTouHu y
HEro, OTIIPABJISUI JIK OH Tebe uX.

Ceru WI-FI

Wi-Fi - 9T0 He BUJ 1epe/iayu JaHHbBIX, HE TEXHOJIOIUS, & BCCIO JIMIIEL OpeH/l,
mapka. Eme B 1991 roay Huaepnanjckas KOMIIQHHA 3aperucTpuposalia OpeH/



"WECA", uro obosnayano crnopocoderanune "Wireless Fidelity", koropsiii nepe-
BOJIMTCS Kak "OecrpoBoO/iHAs TOYHOCTE'".

Mo Hauero BpeMeHH J10111a Jipyras abopeBuatypa, KOTopas ABJIsSeTcs TaKoi
Ke TexHojorued. Jro abOpesuarypa "Wi-Fi". Takoe nassanue ObUIO JaHO ¢
HAMEKOM Ha CTaHJapT BBICHIEH 3ByKOBOH TexHuku Hi-Fi, uto B nepesojie o3naya-
eT "BbICOKasi TOYHOCTB".

Ha, GecraTHblil HHTEpHET-10CTYN B Kade, OTe/IIX U a9poroprax sABIseTcs
OTIIMYHOH BO3MOXHOCTBIO BbIXOZa B MHTepHeT. HO MHOrue sKCrepThl CHHTAIOT,
yro oduenoctynusie Wi-Fi cetu He siBisiroTest 0€3011acHbIMHU.

Cosetsl 110 6e3onacHocTy paboTel B 001ER0CTYHBIX ceTsax Wi-f1:

1. He nepenasaii cBoio nunyio undopmaiuo yepes oduenocrynusie Wi-Fi
cer. Paboras B HMX, JKeaTe/bHO HEe BBOJAMTD [1APOJIM JOCTYIIA, JIOTHHBI H KaKHe-
TO HOMEpA;

2. Ucnonb3yii 1 0OHOBIISH aHTUBUPYCHbBIE NIPOrpaMMbl U OpaHiamayep. Tem
caMbIM Thbl 0Oe30nacuilb cedst 0T 3aKaYKK BUPYCa HAa TBOE YCTPOMCTBO;

3. llpn ncnoas3oBanun Wi-Fi orkmoun yukumo "O6uwmit gocryn k daii-
naMm ¥ npuHrepam”. Jlanuas (yHKUMS 3aKpbITa 10 YMOJIYAHHUIO, OJIHAKO HEKOTO-
pble MOJIL30BATEIH aKTUBUPYIOT €¢ Ul y00CcTBa MCIIOJB30BaHus B pabore Wil
yuebe;

4. He wucnoapsyit 1yOuamunbsiidi WI-FI juisi nepejauu JIMYHBIX J@HHBIX,
HAIIPUMEP /Ul BBIX0/1A B COLMAJILHBIC CETH HIIM B YJICKTPOHHYIO [OYTY;

5. Mcnonb3yii Tosbko 3amuientoe coeaunenue yepes HTTPS, a ne HTTP,
T.e. pu Habope BebO-aapeca BBOAM uMeHHO "https://";

6. B mobunbHom tenedone orkmoun dynkumio "Tlogxmoyenune k Wi-Fi as-
Tomaruyeckun". He nonyckail aBTOMaTH4YecKOro IOAKIIIOYCHUS YCTPOMCTBA K Cce-
TsiMm Wi-Fi Oe3 tBoero cornacus.

CoumanbHble cetu

ConmanbHbie ceTH aKTUBHO BXOAAT B HAILY JKU3Hb, MHOIHE JIIOAM paboTaior
M JKUBYT Tam II0CTOSAHHO, a B Facebook yike 3aperucrpupoBan MuJLIHap/l 4eI0Bex,
YTO SBJIAETCS OAHOMH CCIAbMOM BCCX KHTE/ICH Il/1aHeTsl. MHOrMe 1oJib30Bare/lu He
MOHUMAKOT, YTO MH(OPMALMs, pa3MELIeHHass UMU B COLIMAIBHBIX CETSX, MOKET
OBITH Haﬁ,u,eﬂa M HCIIOJIB30BaHa KeM YIOJHO, B TOM HHCJIC HE oOs3are/IbHO ¢ Ol1a-
I'MMH HaAMEPEHHSIMH.

OcHOBHBIE COBETBI 110 0E3011ACHOCTH B COLMAIBHBIX CETSX:

1. Orpanuup cnucok jpysei. Y 1e0s B JIpy3bax He JOHKHO ObITh CIIydaii-
HbIX U HE3HAKOMBIX JIIOJIeH;

2. 3amMian cBOK YacTHYIO Ku3Hb. He yka3zpiBaii naposiu, resedotbl, ajpe-
ca, JlaTy TBOEI'0 POKIACHUS U JIPYIYIO JIMYHYIO HH(pOpMALUIO. 3JI0YMBIIIJIEHHUKH
MOTYT MCIOJIb30BaTh Jlaske UHMOPMAIMIO O TOM, KaK ThI U TBOH POJMUTESIIH IJIaHH-~
pyeTe IPOBEeCTH KaHUKYJIbI;

3. 3amMiai cBOIO pernyTauuio - JICpPKU ee B YUCTOTe W 3ajaBail ceGe BO-
poc: Xore Obl Thbl, YTOOLI JPYrUe MoJIL30BATENH BHUICIH, YTO Thl 3arpyxaciib?
[Toaymai, npexjie yem 4ro-T0 0ny0IMKOBaTh, HAIIMCATh U 3aIPYy3HUTh;



4. Eciy Tbl rOBOPHILL € JIKOJIbMH, KOTOPLIX HE 3Haellb, He UCIOJIb3YH CBOE
pealbHOE MMs M JAPYTIYIO JHMYHYIO MHPOPMALIMU: UMSI, MECTO JKHUTEIIBCTBA, MECTO
y4eObl U npouee;

5. U3berait pasmemienus (ororpaduii B Uurepuere, rjae Tbl H300paxeH Ha
MECTHOCTH, 10 KOTOPOH MOXKHO ONPE/IC/IUTh TBOE MECTOIOI0KEHHE,

6. [1pu perucrpauuu B COLMAIBLHON CeTH HEOOXOIMMO UCIIOIB30BATH CIOK-
HbIC [TapOJIH, COCTOAIME U3 OYKB U LH(P U ¢ KOJIIMYCCTBOM 3HAKOB HE MeHee §;

7. Ans conualbHOM ceTH, I0YThl U JAPYIHX CaiTOB HEOOXOAHMMO MCIIOJIL30-
BaTh pasHele napoym. Toraa eciu te0s B31I0MAIOT, TO 3/10YMBIUUICHHUKH 10Iy4aT
JOCTYTI TOJIBKO K OJTHOMY MECTY, @ HE BO BCE cpasy.

DJIeKTPOHHBIE JIeHbI'H

DJIEKTPOHHBIE JCHbIM - 9TO O4YeHb yJ00HbBIH c110c00 IU1arexkei, 0/HAKO Cy-
LICCTBYIOT MOIICHHUKH, KOTOPBIC XOTST HOJLYHYUTh ITH ACHbIH.

DICKTPOHHbBIE ICHBI'M 10SIBUIIMCH COBCEM HEJIABHO MU MMEHHO M3-3a 3TOr0 BO
MHOI'MX IOCy/1apcTBax /10 CUX I10p HE MPOIUCAHO [P0 HUX B 3aKOHAX.

B Poccun ke onn QyHKIHMOHUPYIOT U O HUX YK€ [POIUCAHO B 3aKoe, rje
UX pa3JeisioT Ha HECKOJIbKO BHJOB - aHOHHMMHBIC U HE aHOHUMHbIC. PasHuua B
TOM, YTO @aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaercs MpoBOAUTE onepanuu 6e3
MJIeHTU(UKALIMK [10JIb30BATElIsl, 4 B HCAHOHUMHBIX MJICHTH(HKALIMS [10J1b30BATEIS
SIBJISICTCS 00A3aTEIIbHOM.

Takke caeqyer pasiiMuarh EKTPOHHBIC (pUaTHBIC ACHLI'W (paBHbI rocy1ap-
CTBEHHBIM BAJIOTAM) M JIIEKTPOHHbIE HepUaTHble JAEeHbI'M (HE paBHbl rocyjap-
CTBEHHBIM BaJlOTaM).

OcHoBHBIE COBETHI 110 Oe30MacHOM padoTe ¢ IEKTPOHHBIMU JIeHLIAMU:

1. IlpuBsixu K cueTy MOOUIBHBIA TeaedOH. DTO caMplil yA00HBIA U OBICT-
pblii crtoco® BOCCTAHOBHUTH JOCTYI K cueTy. [Tpusssanusiii Tenedon nomoxer, ec-
MM 3a0ynellb CBOM INIATEKHBIA ApOJb WIM 3aijlellb Ha CAalT ¢ HEe3HAKOMOIO
YCTPOHCTBA;

2. Ucnonp3yit oaHopasossle napodu. llocie nepexoja na ycuiieHnyio aBro-
pu3aluio Tede yxe He OyJeT yrpokarh OlacHOCTL KPaskKy HIIM [IepexBaTa 11aTex-
HOI'0 MapoJis;

3. BopiGepu cnoxubiii naposb. Ilpectynnumkam OyeT He NpocTo yrajarhb
CIIOXKHBIA naposb. Hajexubie napou - 9To napoJiy, KOTopble CoJiepKar He Menee
8 3HAKOB M BKJIIOYAIOT B ce0si CTPOUHBIC U MPOMUCHBIE OYKBbI, LU(PBI U HECKOJIb-
KO CHMBOJIOB, TaKuMe KaK 3HaK JoJulapa, (pyHTa, BOCKIMIATCIBHBIA 3HAK M T.IL.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAHHBIC HA CalTaX, KOTOPBIM HE JOBEpsiellb.

DNeKTpOHHas oyTa

DJIEKTPOHHAs! 1104Ta - ITO TEXHOJOI'HS H [IPECLOCTABISACMBIC €10 YCIIYIH [10
[IepeCchUIKe U [10JIYYEHMIO DJIEKTPOHHBIX COODLIEHUH, KOTOPbIE paclpe/elsiloTes B
KOMIbIOTEPHOH ceTh. OOBIMHO 2JIEKTPOHHBIN ITOYTOBBLIA SUIMK BBINIAJUT ClIe/Ly-
I0LUM 00pa3oM: UMs_MoJib3oBaTe/si@uMs_oMeHa. Takke KpoMme repejladuu 1npo-
CTOrO TEKCTa, UMEETCs BO3MOXKHOCTH nepeiaBats (aitibl.

OcHOBHbIE COBETDI 110 0€3011acHOH padoTe ¢ ICKTPOHHOM MOYTOM:



1. Hago BbIOparh npaBHIBHBIA IOYTOBBIH cepBuc. B uHTepHeTe ecTh
OrpOMHBIH BBIOOP OecruaTHbIX MOYTOBBIX CEPBUCOB, OHAKO JIy4llie J0BEPATH TEM,
KOI'0 3Haellb U KTO MepPBLI B pEHTHHIE;

2. He ykasbiBail B JIMUHOH 1OYTe JIHYHYIO HHGOpManuo. Hanpumep, nyuiie
BbIOpaTh "My3blKalbHbIA_(anar@" uiam "pok2013" Bmecto "remal3";

3. Mcnosne3yd JBYX3TalHyl0 aBTOPU3ALMIO. DTO KOIJia IOMUMO [aposis
HYKHO BBO/JHTb KO/, IIPUCbUIaeMblil o SMS;

4. BeiOepu croxkHbIH naposis. /st Kaxk/10ro 1oYTOBOIO SIIUKA J{0JUKEH ObITh
CBOM HAJIE)KHbIH, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Ecim ecThb BO3MOKHOCTH HAlUcaTh CaMOMY CBOH JIMYHBIH BOIPOC, MC-
M0JIb3YH 3TY BO3MOKHOCTD;

6. Mcronb3yil HECKOJIBKO MOYTOBBIX SIMKOB. [lepBbii juisi yacTHOH nepe-
MMUCKHU C aJipecaTaMi, KOTOPLIM Thl JIOBEPACIIb. DTO JNEKTPOHHBIA a/pec He Ha/l0
UCTOJIB30BATh NIPU perucTpauuy Ha Gopymax u cairax;

7. He orkpeiBaii (aidibl U Apyrue BIOKEHHS B [HCLMAX, JIakKe ecid OHM
IPUIITH OT TBOMX Apy3ei. Jlyuuwie yrodnu y HuX, oTHPABIsIA JIM OHU Tede dTH
(aitbr;

8. Ilociie okonuanusi paboThbl Ha IOYTOBOM CEPBHUCE IMEPE/ 3aKPBITHEM
BKJIQJIKU € caliTOM He 3a0y1b HaxaTh Ha "Berittu".

KubepOyIuHr niiy BUPTyallbHOE H3/IeBATEIbCTBO

KubGepOynnuur - npeciiezioBanue cooOLEHUSIMU, COJIEPIKAILIMMH OCKOpOJIe-
HUsl, arpeccHIo, 3aIlyruBaHue; XyJIUIaHCTBO; collnaibHoe DOHKOTUpOBAHUE C T10-
MOILbIO PA3JIMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHbIe coBeTbl 110 6oprde ¢ KubepOyIITUHIOM:

1. He dpocaiica B 60i. Jlyqunii crocod: nocoBeToBaThCs Kak ceOst BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOparuThCsl, TO BHAYase YCHOKOUThes. Eciu Thi
HaYHElb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOpOJIeHMS, TO TOJbKO elle Oosblie
pa3oioKellb KOH(IUKT;

2. Ynpasnsii cBoeid kuGeppenyrauei;

3. AHOHMMHOCTBL B ceTH MHHUMas. CylecTByIOT cnocoObl BbIACHHTb, KTO
CTOMT 33 AHOHUMHBIM aKKayHTOM;

4. He crouTt BecTH Xynuranckud oOpas Bupryaibnoi skusnu. Murepner

(GHKCHpyeT BCe TBOM JACHCTBHA M cOXpausieT uX. Yjanuth ux Oyjer Kpaiine 3a-
TPYAHHUTCIBHO,

5. Cobmo1ai CBOKO BUPTYAJIBHYIO YECTh CMOJIOJLY;

6. Urnopupyit enunyHblid HeratuB. OJIHOpa30Bbie OCKOPOUTEIbHbIE CO00-
LIeHUs JIydle UIHOpUpoBaTh., OObIMHO arpeccus MpekpalaeTes Ha HadallbHOM
CTaJlUH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLICHUAMH, B
COLMAJIBHBIX CETAX CCTh BO3MOXKHOCTEL OJIOKMPOBKM OTIIPABKKM COOOLLIEHHUI C Orpe-
LEJEHHBIX aJIpeCOB;

8. Ecim Tl cBuaerens kubepOyinara. TBoOM JAeHCTBUS: BLICTYIIHTL [IPOTHB
npecieoBaTesis, oKa3aTe €My, 4T0 €ro ACHCTBU OLUCHUBAKTCH HCIaTHBHO, O~
JIepXKaTh KEPTBY, KOTOPOH HYyXKHa ICUXOJIOrHYEcKas MOMOLlb, COOOIHUTh B3pOC-
JBbIM O (DaKTe arpecCUBHOIO [TOBEACHMS B CETH.



MoOunbHbIi TenedoH

CoBpemerHble cMapT(OHbI M TIAHIIETBI COLEPXKAT B cede BIIOJIHE B3POCIIBL
(DYHKIHOHAN, W TeNepb OHM MOTYT KOHKYPHPOBATb CO CTALMOHAPHBIMU KOMIIBIO-
TepaMi. OIHAKO, CPE/ICTB 3alUThl Ul HOJOOHBIX YCTPOHCTB 110Ka OY4eHb MAJO.
TecTnpoBanue 1 nouck ys3BUMOCTEll B HUX HPOMCXO/MT HE TAK HHTCHCHBHO, KAK
s TIK, To ke camoe kacaercsi U MOOMIIbHBIX [PHJIOKEHUH.

CoBpemenHbie MOOUIIbHBIE Opay3epbl YKe MPAKTHYECKH JIOTHAIN HACTOb-
HBI€ AHAJIOIM, OJHAKO pacliMpeHde (QYHKIMOHAIA BiedeT 3a COOOH OGOJBLIVIO
CJIO)KHOCTH H MEHBIIYIO 3alIUIIEHHOCTD.

Jlasieko He Bce MPOM3BOAMTENM BBULYCKAlOT OOHOBIEHMS, 3aKPbIBAIOIME
KPUTUYECKHE YA3BUMOCTH JUISI CBOMX YCTPOHCTB.

OcHosHble coBeTbl Ui Oe3onacHocT MOOUILHOIO TeledoHa:

Huuero e sisasercs no-nacrosimemy 6ecruiatasiM. Byib ocropoxken, Bejib
Koraa rebe npesiaraior GecriaTHbI KOHTEHT, B HEM MOIYT ObITh CKPBITHI Kakue-
TO IUTATHBIE YCIIYTH,

Jymai, npexie yem ornpaButs SMS, doro wim Bujieo. Thl TOYHO 3HaEllb,
rae oHu Oy/1yT B KOHEYHOM HTOre?

Heo0x01nM0 0OHOBIIATE ONEPALIMOHHYIO CUCTEMY TBOEIO cMapT(hona;

HMcnonb3yi aHTUBHPYCHBIC IPOIPaMMBI JUIst MOOMIIbHBLIX TeleOHOB;

He 3arpyxall NPUIOKEHHS OT HEH3BECTHOIO MCTOYHMKA, BEIb OHM MOIYT
COJIepXKaTh BPEJIOHOCHOE [IporpaMmmHoe odecrnedeHue;

ITocne Toro kaxk Thl BeIHAIIb C caiiTa, IjI¢ BBOAMI JHYHYIO HH(DOPMAILKIO,
3aiiau B HacTpoiku Opaysepa u yjaiu cookies;

[lepuoanyeckn nposepsiid, Kakue IUIaTHbIE YCIYTH aKTHBUPOBAHbLI Ha TBOEM
HOMeEpE;

Jasak cBoi HOMEp MOOMJIBLHOrO Tejle(OHA TOJIBKO JIKOHAM, KOTOPLIX Thl
3HAellb H KOMY JI0OBEpsCILb;

Bluetooth gomken ObITh BBIKIIOYECH, KOTJAA Thl KM HE MOJb3yelibes. He 3a-
ObIBail HHOI/1a IPOBEPSITH ITO.

Online urpsi

CoBpemennble OHIAWH-UIPBI - 9TO KPAaCOYHBIC, 3aXBATBIBAIOLIME pa3Blieye-
HHA, 00BbEIHHSIONIHE COTHH TBICSY YCIOBEK 110 BceMy MHPY. MIrpoku veciaeayror
N@HHBIA UM MUP, OOLIAIOTCA JAPYT C JAPYIOM, BBIIOJHSIOT 3a8/laHMs, CPAKAIOTCS C

OIUIaYMBalOT A00HEMEHT MJIM NPUOOPETaloT KaKHe-TO OIIIHH.

Bcee aTu cpejicTBa uayT Ha MOAACPKAHHE U Pa3BUTHE MIPBI, & TAKKE HA CaMmy
0e30MacHOCTb: COBEPIIEHCTBYIOTCS CUCTEMbl ABTOPU3ALMH, BBILYCKAIOTCH HOBbIE
nart4 (UHQpoBbIe 3aM1aTKy /U4 POrPaMM ), 3aKPbIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nmomoGHBIX HIpax CTOMT OAcarbesi He CTOJBLKO CBOMX CONCPHHKOB,
CKOJIBKO KpaxXW TBOEIO IapoJjisf, Ha KOTOPOM OCHOBAaHA CHCTEMA aBTOPH3AIlMH
OOJBIIMHCTBA UIP.

OcHOBHBIE COBETHI 110 6@30IIACHOCTH TBOGI'0 UIPOBOI'0 AKKAYHTA:

1. Ecim sipyro# urpok Bejer ceds IJI0X0 MM co3iaeT Tede HeIPUSTHOCTH,
3a0JI0KMpYH €10 B CIIMCKE UI'POKOB;



2. Moxanyiics agiMUHHCTPATOPAM HIPBI Ha ILIOXOE€ MOBE/IEHHE HTOT0 MIPO-
Ka, JKeJIaTeIbHO MPUIIOKHUTH KaKHe-TO JI0Ka3aTe/IbCTBa B BU/IE CKPUHOB;

3. He yxaseiBait jnunyio nudopmauuio B npodaisie urpsl;

4. YBakall IpyruxX y4aCTHHKOB 110 MIPE;

5. He ycranasiuBai HeoQHIMaIBHBIE [IATHYH W MOJLbI;

6. Micrionip3y# Cl10KHbIE ¥ pa3HbIe NApPOJIH;

7. Jlaxke BO BpeMs HIpbI HE CTOMT OTKIHOYAThH anTuBupyc. [loka 1ol urpa-
€llIb, TBOM KOMIIBKOTEP MOI'YT 3apa3uTh.

MUINKMHT WK KpaXka JIMYHBIX JIAHHBIX

OObIYHOM Kpael JIeHer ¥ JIOKYMCHTOB CCIO/IHS Y/KE HUKOI'O HE Y/IMBHILb,
HO C PasBUTHEM MHTEPHET-TEXHOJIOIMH 3JI0YMbILUICHHUKH MEPEMECTHINCh B HH-
TEPHET, U IPOJ0JIKAIOT 3aHUMATLCS "TFOOUMBIM" JIeJIOM.

Tak nosiBuiiace HOBas yrpos3a: MHTEPHET-MOLUCHHHYECTBA MM (DHIUHHT,
rIIaBHas 1e/lb KOTOPOro COCTOUT B MOJTYYEHHH KOH(DHUICHIIMAIBHBIX JIAHHBIX 110J1b-
30Barenel - JoruHoB M naposed. Ha anrnuiickoM si3pike phishing uuraercs kak
¢umuHr (ot fishing - peiGHast joBis, password - naposin).

OcHoBHbIe cOoBeTHI 110 Oopbde ¢ hummUHIOM:

I. Cineau 3a cBOMM aKKayHTOM. Ecim ThI 110/103peBaciilb, 4TO TBOS aHKeTa
OblIa B3J0MaHa, TO HE0OX0MMO 3a0JIOKHPOBATL €€ U COOOLIMTH aAMUHUCTPATO-
pam pecypca 00 5ToM Kak MOXKHO CKopee;

2. Mcnonp3yi Oe3onacHble BeO-caiiThl, B TOM 4HC/Ie, HHTEPHET-MArasuHoB U
ITOUCKOBBIX CHCTEM;

3. Hcnons3yi cnoxubie ¥ pasubie naponud. Takum obGpasom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBILUICHHUKH [10Jy4YaT JA0CTYII TOJIBKO K OJIHOMY TBOEMY IIpO-
(U0 B CeTH, a HE KO BCEM;

4. Eciin Te®s B3noMaid, TO HEOOXOAMMO TIPE/LYTIPES/IMTh BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE J00aBiieHbl y T€0s1 B JIpy3bsiX, O TOM, 4TO Te0si B3I1OMAIU U, BO3-
MOXHO, OT TBOEro MMeHu OyJieT pacchbulaThCsi CllaM M CCHUIKM HA (DUILIMHIOBbIE
CaWTHI;

5. Yeranosu Hagexublit naposis (PIN) Ha MoOMIIbHBIH TeledoH;

6. OTk1I09M coxpaHeHue napoJisi B Opaysepe:;

7. He orxppiBail ¢aiiyibl 4 JApyrue BIOKCHHSA B [HCbMAX, JAXKE CCIH OHH
[IPULLJIK OT TBOMX Apy3eH. Jlyyuie yTo4yHHM y HHUX, OTIIPABJIsLIM JIK OHH TeOe 2TH
(haiinm.

[{udposas perryraums

[ludposasi penyrainusi - 3T0 HeraTUBHAS WIM MO3UTHBHAsS HHDOpMAIUs B
cetu o0 Tebe. Komnpomerupytowmas nupopmaiiusi, pazMerientas B uHreptere, Mo-
JKET cepbe3HbIM 00pa3oM O0Tpa3uThCs Ha TBOCH pealibHON Ku3uu. "Llndposas pe-
mytauus” - 9T0 TBOW UMMJK, KOTOPbIH dhopmupyercsi u3 uudopmainuu o tede B
UHTEpPHETE.

‘TBOe MeCTO KUTENbCTBA, Y4eObl, TBOC PUHAHCOBOE IMOJIOKEHHUE, OCOOCHHO-
CTH XapakTepa U pacckasbl 0 OJIM3KHUX - BCE DTO HAKAIIMBAETCS B CETH.

MHoOrue noApoCTKH JIErKOMBICIEHHO OTHOCHTCS K 1yOJIMKALIMKY JIMHHOM UH-
¢Gopmauny B MHTepHere, He MOHMMAas BO3MOKHBIX [OCICACTBHH. Tbl Jaxke He



CMOJKelIb J0rafiaThcst 0 TOM, 4To (ororpadusi, pasmMelleHHas 5 JeT Hazaj, craia
NPUYMHON OTKa3a NPUHSTH TeOs Ha paboTy.

Kommenrapun, pazmenienne TBoux Gororpaduii u apyrue AeHcTBUS MOI'YT
HE HCYE3HYTh JaxKe II0CJIE TOr'0, KaK Thl UX yAaauIlb. Thl HE 3HACHIb, KTO COXpa-
HUJI 3TY MH(OPMALMIO, 110114/1a JIM OHA B IIOMCKOBBIC CHCTEMBI M COXPAHMIIACH JIU
OHa, & rjaBHOE: YTO MOAYMAaIOT O TeOC OKpYKalOlMe III0/(M, KOTOpbIe HAWIYT M
yBUIAT 310. Haliti nHdopManuio MHOTO JIeT CriyCTs CMOXKeT Jo00il - Kak 13 J100-
pBIX MOOYXK/IEHMH, TaK U ¢ HAMEepPEeHUeM [PHYHHUTH BPEA. JITO MOKET OBITh KTO
YTO/IHO.

OcHOBHbIE COBETHI 10 3aKTe LHPPOBOMA pery Taluu:

1. Ilogymaii, mpexie 4eM 4To-To My0JIMKOBAThL U [1epe/laBarh y celsi B Giore
WJIK B COLLMAIBHOM CCTH;

2. B nactpoiikax npoduisi yCTaHOBH OrpaHMYeHHMsl Ha NPOCMOTP TBOErO
IPOGUIIS ¥ €ro COAEPKUMOT0, cielaid ero ToabKko "1 aApy3en';

3. He pasmeniaii ¥ ne yxasbiBall MH(MOPMAIHMIO, KOTOPas MOKET KOrO-TH00
OCKOpPOISITL Ml OOUKATD.

ABTOpPCKOE 1TPaBo

CoBpeMenHble LIKOJIBLHUKM - AKTHUBHBIC I10Jb30BATE/M LM(POBOIO Ipo-
crpancTBa. OHAKO HaJIeKO HE BCE 3HAIOT, YTO 110JIb30BAHWE MHOTUMH BO3MOXKHO-
cTAMH HU(ppoBoro mupa tpedyer coOioAeHus MpaB HA UHTE/UIEKTYaIbHYIO CO0-
CTBEHHOCTb.

Tepmun "unTesuiexTyanbHas COOCTBEHHOCTE" OTHOCHTCS K Pa3IMYHbBIM TBO-
PEHMSIM YeJIOBEYCCKOI'0 yMa, HA4MHasi C HOBbIX M300peTeHui U 3HAKOB, 0003HA-
HAIOUIMX COOCTBEHHOCTb HA IIPOJYKTBI M YCIYI'H, W 3aKaHuuBasi KHuramu, (oro-
rpadusMH, KHHOMHUIBMAMU M MY3bIKaJIbHBIMH [IPON3BCACHHUAMH.

ABTOpPCKHE IIpaBa - 3TO IpaBa Ha HMHTEJUICKTYaJIbHYIO COOCTBEHHOCTL HA
[POM3BEIEHUS HAYKH, JIMTEPATYPbl U UCKYCCTBA. ABTOPCKHE I1paBa BHICTYIAIOT B
Ka4yecTBe rapaHTHH TOr0, 4YTO HHTE/UICKTYaIbHbIH/TBOPYECKHI TPy aBTopa He Oy-
JIET HANpacHbIM, JacT €My CIIpaBe/JIMBbIC BO3MOXKHOCTH 3apaboTarh Ha pe3y/ibTa-
TaxX CBOEro Tpyjaa, MOJYy4YUTh U3BECTHOCTH W Npu3Hanue. Hukro Oe3 paspeuieHus
aBTOPa HE MOJKET BOCIIPOM3BO/AUTH €ro MPOU3BEACHHUE, PACIIPOCTPAHSTE, TyOIHY-
HO ACMOHCTPHPOBAaTL, IMpojaBarb, UMIIOPTHUPOBATL, IIYCKATh B IIPOKATt, H)’SJIH‘-IHO
MCIIOJIHATE, [TOKA3bIBAThL/HCIONHSATE B d(upe win pazmeiars B MurepHere.

HMcnonb3oBanue "nuparckoro” nporpaMmMHoro ofecriedyeHuss MOKeT [puBe-
CTH K MHOI'MM PHCKaM: OT IOTEPH JIaHHBIX K TBOMM aKKayHTam 0 OJOKHPOBKH
TBOEI'O yCTPOWCTBA, I'/le yCTaHOBIeHa HejlerajibHas nporpamma. He crout Takxke
3a0bIBaTh, 4YTO CYLIECTBYIOT JerajbHble M OecrniaTHble IPOrpaMMbl, KOTOpPEIE
MOYHO HAlTH B CETH.

O noprane

CeTeBHYOK.p( - TBOH IJIaBHBIH COBETYMK B CETH. 3/1€Ch Thl MOYKEIb Y3HATD
0 0€30acHOCTH B CETH NOHATHBIM M JOCTYIHBIM A3bIKOM, a IIPH BO3HHKHOBCHHH
KPUTHYECKOH CHUTyallMM OOpaTUTLCHA 3a COBETOM. A TaKKe IPHHATH y4acTHE B
KOHKypCax M CTaThb CaMbIM H(DPOBBIM IpaXklaHUHOM !



